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VULNERABILITY COMPARISON
qa.jtalks.org Parameter Method Vulnerability 18.04.2014

13:12:16
18.04.2014
13:12:16

/jcommune/

Password
Transmitted
over
HTTP 
New 
Not
Fixed

Autocomplete
Enabled 
New 
Not
Fixed

OPTIONS
Method
Enabled 
New 
Not
Fixed

Autocomplete
Enabled
(Password
Field) 
New 
Not
Fixed

/jcommune/branches/3/recent.rss [Possible]
Internal
Path
Disclosure
(*nix) 
New 
Not

Fixed

/jcommune/branches/31/recent.rss [Possible]
Internal
Path
Disclosure
(*nix) 
New 
Not

Fixed

/jcommune/errors/500

Permanent
Cross-site
Scripting 
New 
Not
Fixed

Internal
Server
Error 
New 
Not
Fixed

[Possible]
Internal
Path
Disclosure
(*nix) 
New 
Not

Fixed

/jcommune/language/

Permanent
Cross-site
Scripting 
New 
Not
Fixed

Cookie
Not
Marked
as
HttpOnly 
New 
Not
Fixed

E-mail
Address
Disclosure 
New 
Not
Fixed

/jcommune/login

Query
Based

Query
String Cross-site
Scripting 
New 
Not

Fixed

Permanent
Cross-site
Scripting 
New 
Not
Fixed

[Possible]
Cross-site
Request
Forgery
in
Login
Form
Detected 
New 
Not

Fixed

/jcommune/login/ Permanent
Cross-site
Scripting 
New 
Not
Fixed

/jcommune/sections/15/language/ Permanent
Cross-site
Scripting 
New 
Not
Fixed

/jcommune/sections/2/language/ Permanent
Cross-site
Scripting 
New 
Not
Fixed

/jcommune/sections/2/recent.rss [Possible]
Internal
Path
Disclosure
(*nix) 
New 
Not

Fixed

/jcommune/topics/2359 [Possible]
Internal
Path
Disclosure
(*nix) 
New 
Not

Fixed

/jcommune/topics/2648 [Possible]
Cross-site
Request
Forgery
Detected 
New 
Not

Fixed

/jcommune/topics/2727 [Possible]
Internal
Path
Disclosure
(*nix) 
New 
Not

Fixed

/jcommune/user/new Exception
Report
Disclosure
(Tomcat) 
New 
Not
Fixed
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